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With the rapid development of modern technologies and the expansion
of cybercrimes, civil liability arising from such damages has become one
of the most significant and complex challenges for legal systems. This
article, using a descriptive-analytical approach and library-based
research method, provides a comparative study of civil liability for cyber
damages in Iran’s legal system and international standards. The findings
indicate that while Iranian law, under general civil liability rules, has the
potential to cover cyber damages, it faces gaps and lack of clarity in
areas such as defining the limits of internet service providers’ liability,
establishing fault criteria, and determining compensation methods. In
contrast, international standards, particularly the Budapest Convention
and European Union regulations, offer clearer frameworks, specifying
the responsibilities and procedures for compensating cyber-related
damages. The article concludes that there is a pressing need to review
and amend domestic laws, enact specific regulations on cyber liability,
and draw on international experiences to enhance the efficiency and
responsiveness of Iran’s legal system. Implementing these measures can
provide necessary legal protection for victims and contribute to
strengthening the security and resilience of the country’s cyberspace.
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